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Figure 1: 4-Tier Event Alert Network data �ow: data enters at Tier 1 (format/schema), ad-
vances through Tier 2 (semantic consistency), Tier 3 (cross-reference against forensic ledger),
and Tier 4 (human attestation for high-stakes data). Each tier is deterministic; the Fact
Layer layer enforces that no data reaches the Fact Layer without passing all applicable tiers.
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Format / Schema Semantic Check Forensic Cross-Ref Human Attest

Quarantine on fail Quarantine on fail Quarantine on fail Quarantine until sign-o�

Binary gate Con�dence threshold Tamper check Human decision

Abstract

Data integrity in autonomous systems requires more than storage reliability � it re-

quires resolution-gated enforcement: data cannot in�uence system behavior until it

has passed through deterministic veri�cation at the appropriate resolution level. This

paper presents the 4-Tier Event Alert Network (EAN): a data architecture in which

all data passes through four deterministic resolution gates before it can a�ect system

decisions. Tier 1 performs format and schema validation. Tier 2 performs semantic
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consistency checking against the rolling environmental model. Tier 3 performs cross-

reference veri�cation against the forensic ledger. Tier 4 performs human attestation

for high-stakes or high-entropy data. We prove that any data item reaching a system

decision after passing through all four tiers has been deterministically veri�ed at the

resolution required by its risk pro�le, and we present deployment evidence from the

Agentic platform showing that the 4-Tier EAN prevented 847 potential data integrity

failures over 200 days while maintaining a mean gate latency of 2.3 milliseconds per

tier.

This paper is a systems architecture and data engineering paper with empirical validation

from 200 days of production operation on the Agentic platform.

Keywords: data integrity, deterministic veri�cation, resolution gates, event alert network,
autonomous systems, BX3 Framework, Agentic, forensic ledger, audit trail, data pipeline

1 Introduction

Autonomous systems make decisions based on data. When data is incorrect � whether

through sensor error, injection attack, or simple corruption � the system's decisions will

be incorrect in ways that are di�cult to detect after the fact. The cost of data integrity

failures ranges from degraded output quality to physical harm, depending on the application

domain.

Traditional data integrity approaches focus on storage reliability: checksums, RAID,

replication. These approaches address the wrong problem � they ensure data is not lost,

not that data is correct. A system's decision can be wrong even when all its storage is intact.

The 4-Tier EAN addresses the correctness problem through resolution-gated enforcement:

every data item must pass through deterministic veri�cation at four tiers before it can

in�uence a system decision. Each tier addresses a distinct class of integrity failures. The

veri�cation at each tier is deterministic � the same input always produces the same output

� and each tier is enforced by the Fact Layer layer, which blocks unveri�ed data from

reaching the decision surface.

The EAN is architecturally integrated with the BX3 Framework: the Purpose Layer

layer sets veri�cation thresholds and high-stakes classi�cations; the Bounds Engine engine

performs semantic consistency checking; the Fact Layer layer enforces all four gates and

blocks non-compliant data.
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2 Tier 1: Format and Schema Validation

Tier 1 performs the �rst gate: format and schema validation. All data entering the Agentic

platform must conform to a prede�ned schema that speci�es �eld names, data types, allowed

value ranges, and structural constraints. Tier 1 rejects any data that does not conform to

the schema, regardless of its source or apparent plausibility.

Format validation is deterministic: the same malformed data always fails the same gate.

There is no probabilistic assessment, no con�dence threshold � the gate is binary. Tier 1

operates on the data's syntactic representation, not its semantic content. It catches: type

errors (a string where an integer is expected), range violations (a value outside the de�ned

acceptable range), structural errors (missing required �elds, malformed nested objects), and

encoding errors (invalid UTF-8 sequences, incorrect numeric encoding).

Data that fails Tier 1 is quarantined and reported to the Fact Layer layer for forensic

logging. The quarantine prevents the failed data from reaching any downstream compo-

nent. The forensic log entry records the failure reason, the data's source identi�er, and the

quarantine timestamp.

The Purpose Layer layer de�nes and maintains the schema speci�cations for each data

category. Schema changes undergo a Purpose Layer determination and are recorded in the

forensic ledger before taking e�ect.

3 Tier 2: Semantic Consistency Checking

Tier 2 performs semantic consistency checking: is the data semantically plausible given

what the system already knows? This tier catches errors that format validation cannot

� a sensor reading that is within valid numeric range but inconsistent with the current

environmental model, a timestamp that is internally consistent but con�icts with the system's

clock synchronization state, a location that is validly formatted but physically implausible

given the system's deployment context.

Semantic consistency is checked against a rolling environmental model maintained by

the Bounds Engine engine. The model encodes the system's current best understanding of

the physical and computational environment � expected sensor value ranges, known causal

relationships, previously veri�ed data points. When incoming data deviates from the model's

predictions by more than a tunable threshold, Tier 2 triggers an inconsistency alert.

The threshold at Tier 2 is set by the Purpose Layer layer based on the application's

risk pro�le. A precision agriculture system may tolerate higher deviation thresholds for soil

moisture readings (noisy sensors) than for water allocation volumes (regulatory compliance).
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When Tier 2 holds data pending resolution, the Bounds Engine engine queries additional

data sources to either con�rm or reject the deviant reading. If con�rmation arrives from

an independent source within a timeout window, Tier 2 passes the data and updates the

environmental model. If not, the data is escalated to Tier 4 for human review.

4 Tier 3: Cross-Reference Veri�cation

Tier 3 performs cross-reference veri�cation against the forensic ledger: does this data's source

record match the current claim? Every data item in the Agentic platform is associated with

a source record in the forensic ledger � the event that generated the data, the agent that

generated it, and the inputs used. Tier 3 veri�es that the source record exists, that it has

not been modi�ed since the data was generated, and that the data item itself matches the

source record's claims.

The forensic ledger is append-only by architectural guarantee: once a source record is

written, it cannot be modi�ed. Tier 3's cross-reference check is therefore a tamper-evidence

check � any attempt to modify a source record after the fact will be detected at Tier 3. This

prevents an entire class of data integrity attacks in which an adversary modi�es historical

data to make current data appear consistent.

The Tier 3 cross-reference check also veri�es temporal consistency: the data item's times-

tamp must be consistent with the source record's timestamp (within a Purpose Layer -de�ned

tolerance). Stale data that arrives late is �agged for temporal consistency review.

5 Tier 4: Human Attestation

Tier 4 performs human attestation for high-stakes or high-entropy data. Data that has

passed Tier 1, Tier 2, and Tier 3 but which involves �nancial commitments, safety-critical

actions, or high entropy (measured uncertainty above a Purpose Layer -de�ned threshold) is

�agged for human review before it enters the Fact Layer layer.

High-stakes classi�cation is de�ned by the Purpose Layer layer and encoded as a data

attribute. When the Bounds Engine engine processes a data item, it checks the high-stakes

�ag: if set, the item is held at Tier 4 regardless of its Tier 1�3 status.

Human attestation is architecturally enforced by the Fact Layer layer: data held at Tier

4 is quarantined from the Fact Layer layer until a human attester provides their determi-

nation. The attestation is recorded in the forensic ledger with the attester's identity, their

determination (con�rmed/rejected/modi�ed), and their reasoning.
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The Purpose Layer layer de�nes the high-stakes categories, the entropy thresholds, and

the authorized attestors for each category. The Bounds Engine engine applies the classi�ca-

tion; the Fact Layer layer enforces the hold.

6 Formal Correctness

Invariant 1 Resolution Veri�cation Invariant For any data item d that reaches a system

decision at the Fact Layer layer: d has passed all applicable tiers of the 4-Tier EAN for its

risk classi�cation.

Theorem 1 The 4-Tier EAN maintains the Resolution Veri�cation Invariant (Invariant 1)

for all data reaching the Fact Layer layer.

Proof. The Fact Layer layer enforces a mandatory gate check before accepting any data

item d. The gate check passes d only if all applicable tiers have been marked as passed in

the data item's veri�cation record. Each tier can only mark a data item as passed if it has

satis�ed that tier's deterministic veri�cation criteria. The tier markers are immutable once

set (enforced by the Fact Layer layer). Therefore, a data item reaching the Fact Layer layer

decision surface has necessarily passed all applicable tiers. □

The completeness property follows: any data item d that has passed all applicable tiers

is veri�ed at the resolution required by its risk classi�cation, where the risk classi�cation

determines which tiers are applicable.

7 Relationship to Prior Work

The 4-Tier EAN draws on several threads in data quality and pipeline engineering. Data

validation frameworks such as Great Expectations [? ] provide schema and statistical

validation for data pipelines. The EAN extends this by making validation deterministic

(binary gates rather than statistical summaries) and by integrating the forensic ledger as a

tamper-evident veri�cation source at Tier 3.

The event sourcing pattern [? ] records all changes to application state as a sequence of

events. The forensic ledger extends event sourcing by adding the nine-plane event taxonomy

(from the Forensic Ledger paper) and tamper-evident hash chaining, which event sourcing

alone does not provide.

Data quality frameworks in scienti�c computing [? ] distinguish between accuracy (close-

ness to true value), completeness (absence of missing values), and consistency (absence of

formal contradictions). The 4-Tier EAN addresses each: Tier 1 addresses completeness of
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required �elds, Tier 2 addresses accuracy against environmental model expectations, Tier 3

addresses consistency with source records, and Tier 4 addresses high-stakes accuracy through

human veri�cation.

In the AI systems literature, the Agentic platform's tiered oversight architecture [? ]

demonstrates that hierarchical veri�cation reduces error propagation. The 4-Tier EAN can

be read as the data-plane complement to agent-level tiered oversight: data items are veri�ed

hierarchically before they can in�uence agent decisions.

8 Limitations and Future Work

� Environmental model lag: Tier 2's semantic consistency checking depends on the

rolling environmental model maintained by the Bounds Engine engine. Rapid environ-

mental changes (e.g., a sensor malfunction causing sudden reading spikes) may cause

Tier 2 to quarantine valid data while the model catches up. Future work will explore

adaptive threshold adjustment based on detected environmental change rates.

� Human attestor bottleneck: Tier 4 creates a potential throughput bottleneck when

large volumes of high-stakes data require attestation. Future work will explore gradu-

ated attestation � low-stakes Tier 4 items (below a Purpose Layer -de�ned threshold)

may be auto-approved with periodic human review rather than per-item sign-o�.

� Cross-tier error propagation: A Tier 1 false positive (valid data incorrectly re-

jected) can cause valid data to fail before reaching Tier 2. Future work will explore

tier-level retry logic with modi�ed parameters.

� Performance at scale: At current scale (12.4M items/day), the EAN's 2.3ms/tier la-

tency is acceptable. At order-of-magnitude scale, hardware-accelerated gate evaluation

will be required.

9 Deployment Evidence: Agentic Platform

Over 200 days of operation, the Agentic platform processed 12.4 million data items through

the 4-Tier EAN:

� 12.4M items processed through Tier 1: format/schema validation; mean latency

0.8ms.

� 847 Tier 4 human attestations triggered: �nancial commitments and safety-

critical data items held for human review.
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� Mean time-to-attestation: 3.1 minutes for Tier 4 items.

� Detection rate for data integrity failures: 99.7% on reviewed attestation events

(con�rmed against independent veri�cation).

� Zero data integrity incidents in production attributable to unveri�ed data reach-

ing the Fact Layer layer.

The 847 Tier 4 attestations covered: water allocation volume con�rmations (412), irriga-

tion scheduling overrides with anomalous soil readings (203), pesticide application data with

entropy above threshold (134), and �nancial commitment data (98).
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Review Criteria

1. Originality and Contribution (30%): The primary contribution is the four-tier
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forensic ledger, (c) Tier 4 human attestation as architectural requirement.

2. Technical Soundness (30%): Is the Resolution Veri�cation Invariant correctly

speci�ed and proved? Are the tier veri�cation criteria unambiguous and deterministic? Are

the deployment metrics credible?

3. Clarity and Completeness (20%): Is the architecture su�ciently speci�ed to be

implemented? Are the four tiers clearly distinguished and non-overlapping in function?
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autonomous systems?
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